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Embedding Machine Intelligence Logic and IT Security into Edge Devices

Goal of the project

EMILIE aims to improve the electronics and sensor
technology of decentralised industrial plants. For
this purpose, secure data acquisition with an edge
gateway and Al-based information (pre-)processing
are going to be implemented. These ideas aim at
improved energy efficiency as well as cost savings
through improved monitoring of operating
conditions and predictive maintenance. In addition,
locally executed Al algorithms will be used to
efficiently identify condition patterns and thus
contribute to efficiency improvements. Data pre-
processing will enable resource-efficient data
transmission for relevant data out of large data
volumes to remote locations without transmitting
all of the raw data. Secure transmission of data is to
be ensured throughout the process.

Focus of the Hochschule Bremen (HSB)

In EMILIE, the research group computer
networks and information security (FRI) at HSB
is working with the project partners to ensure
that sensors and actuators connected to the
edge gateway and possible expansion cards
have not been compromised. A TPM chip is used
in the development, which can provide digital
signatures, trusted boot, attestation and keys
for encryption techniques to protect the edge
gateway between the sensor and the control
centre from compromised malicious code, so
that the transmission of secured information
can be classified as trustworthy. The aim of our
research group is to ensure the secure and
trustworthy communication from sensor to
cloud which can be seen as end-to-end security.

Continuous protection of the data flow
between the individual stages to ensure
the integrity of data and components
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