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Motivation

• Distributed energy production

• Information technology is backbone of 

power grid

• Attacker

• Use vulnerabilities (in IEDs)

• Change software / configurations

• Copy credentials

• IED ownership?

• à Secure IEDs hardware layer as basis

• à Query integrity data remote 



Remote Attestation

Remote Attestation

• Procedure

• Attest integrity of software / components

• Between two parties

• Attester (IED) & Verifier (control centre)

Requirements

• Trusted Platform Module 2.0 (TPM2)

• Secure crypto-processor

• Platform integrity

• Platform configuration register

• Cryptographic records

• Root of trust

• Measured boot



Remote Attestation

Process of Remote Attestation

• 1. Generate Nonce (~random number)

• 2. Request information

• 3. TPM create quote & sign it

• 4. Send quote to verifier

• 5. Validate quoted data
Sign Quote Data w/
Restricted Signing Key 

TPM

Signed Quote

Create Quote Data
(nonce, pcr banks) 

Sends signed  
Quote DataValidate Quote

Attester  
(IEC 61850 Server)
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IEC 61850

IEC 61850 Information Model



Result
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Information

Verifier

New information entities

- Logical Node

- Data Objects

- Data Attributes



Results

New data attribute classes for IEC 61850

- TPM2 (data object)

- TPM2-QUOTE (attributes)



Conclusion

Summary 

• Increasing attacks on power grid 

• IEDs can be tampered

• Manipulations on hard- and software

• TPM2 chip provides cryptographic recordings

• Remote Attestation

• Process to query integrity state information

• Securely transmit TPM2’s recordings

• IEC 61850 information model has been used

Conclusion 

• Integration into IEC 61850

• Logical node for TPM2-module

• Data object to provide TPM2 functions

• Data attributes 
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